U3BEIHIEHUE O 3AKYIIKE
YCIAYT o NPpHOOpeTeHH IO (IPea0CTABICHHIO, IPOAJIEHHIO) MPAB
JHIECH3HH aHTHBUPYCHOT 0 NporpaMmMmuoro odecnevdenus «Ka

000 «KAMAZXKWIOLIT», HMEHYeMbIi Jlaiisieiiiem  Oprag
npurnamaet Bac npuHATEL yuacTue B KOHKYPEHTHOM 1IPOIEILYPE 3aKY KN
JIng TIPOXOKACHHA HPEIBAPUTENbHOIO OTOOpa M LPUHITHA ydac
npoueaype npeaiaracM BaMm 3amofHUTE KpaTKYK) aHKETY KOHTparcH
KOMMEPUYECKOE IIPEIOKEHUE YUaCcTHHUKA 3aKYIIKH.

B

Cpoxk nmogauu mpeaioKeHUM: b (0] 22.01.2026r.

Cpoku paccMOTpPEHHS ¢ 27.01.2026r. 1o

4 HCIMOJIB30BAHH A

ICHEPCKH DY

HI34TODR  34AKVIIKH,

TEA B 3aKYIIOYHOH
Ta. U NPEACTABUTD

09.02.2026r.

TPEJTOKEHUMN

Henpenocrasienue KOMMEPUYECKOIO IPEUIOKEHUs B YCTAHOBJIEHHD
ABTOMATUYECKHUM OTKA30M OT YYacTHS.

[Ipomy ycaoBus Bamero xoMMep4eckoro TpeuIOKEHNs pacrp
opranuzauuu 1IAO «KAMA3», sakynaiomue MIEHTUUHBLIA TOBap, p
KoMmmepueckoe NPE/UIOKECHUE 110/UICKUT PACCMOTPEHUIO KaK B 1OJIH
HIOIO3ULMOHHO.

Bce neobxonumMble pazpiacHenus u uurepecyromme Bac esenenusn Byl
CBS3aBIIUCE € JIUIIOM, OTBETCTBEHHBIM 33 OPraHU3alMI0 3aKYOYHOM Mpo
Bce HeoOxouMble pa3bsiCHEHHMsI M WHTepecyrowue Bac ceaenus B
CB3aBLIMCH C JIMIIOM, OTBETCTBEHHBIM 38 OPraHU3aAlUI0 3aKyIIOYHON PO
I'mzzaryiuimna Tarbsna BukropoeHa, e-mail: gtv@kamgb.ru, Tem. 8 (8
8-960-075-27-26.

IIpoBeneHne 3aKymoYHOM MPOLEAYPHI HE ABIAETCS NPeIBapUTE/IbH
MHEBIM 00s13aTenscTBOM OO0IIecTBa 3aK/IIOUUTEL JOTOBOP B OyIyLIEM.

[lpu  eviasneHuUU NPUSHAKOE KOPPYIYUU, 3N0YROMpEDIeHUeM
xanamuocmu co cmopoitbl compyonuxkos [1AQ « KAMA3» npocum obpaiy
8-800-551-80-08 (360nru w3z mobon mourxu P® decnnamusie);
+7(960)070-61-11 meccendncepor WhatsApp, Viber, Telegram;,
complience(@kamaz/org;

https:/kamaz.ru/about/compliance/hotline/feedback.

Tapanmupyemcs NOIHAS AHOHUMHOCHb, UCKTIOYAEmMCs KAKOe Dbl Mo H
6030eticmeue Ha 0BPAMUGUIUXCA, 0adce 8 TMOM CAydae, eciu COOOUEnH

ROTYHUULG ROOMBEPHCOEHUA 6 XOO€ GHYMPEHHE20 PACCIEO0EAH .

Oprasma3aTop 3aKyIKH:

|'eHepalibHLIN JMpeKTOp
(0on2icHOCHb)

I

damda)

1

opuyuanvuwiti caum IHAO « KAMA3» nocpeocmeom 3anoinenus ¢

2R (2,25

IC CPOKH CYUHUTACTCS

OCTpaHsITL Ha BCE
A00TY MM YCIIYTY.
OM 00BEeME., TAK U

I MOYKETE [TOJIYIHTD.
1e)1YpBI:
MOJKETC TOJNYYHTD,

eIy PBI:
552) 91-02-77, cor.

M I0rOBOpPOM JIMOO

ONHOMOYUAMU  UAU
AMbCH.

opMblL:

U GbLIO HE2AMUEHOE
as ungopmayus He

Muxees A.B.
(D.H.O.)




TPEBOBAHMS K INPEJIMETY 3AKYIIKH A IMOCTABIIHAK

1. TpeGoranus K OpeaMeTy 3aKYNKH

Yemyra no  npuobperenmio  (IpeloCTARNEHHIO, HPOICHHIO) Opasa WCHONIL30BAHAS JWIEH3HH aHTHBHPYCHOTO

nporpaMmuoro obecnevyenns «Kacnepexmit.

Konmuecrso: 120 nmnenswil amTHBEpyca Kacnepexoro (Kaspersky Endpoint Security mms Gusmeca —

Pacumapennsiii Russian Edition. 5000+ Node 3 year Base License, 120 TTK ua 3 roxa

3aKa3yHK Ha MOMEHT 3aKyIKH HE HMEeT ACHCTBYIOMIETO cornammenus npasoobnanarems AQ «Jlab: paropus Kacriepckoron.

* DKBHBAIIEHT HEBO3MOMKEH K HCNONB30BAHMIO, T.K. uMeeTca pekoMen nauua [TAQ «KAMA3» o uc
Endpoint Security mnst Gusneca, 4To ofecmeudT B NanbHEHIEM HHTEIPALHI0 B ENHHBIA KOl
Gesomacuoctr ¢ [TAO «KAMA3» nocTpoenHoi Ha porpaMmHoM obecnederuu AQ "JlabopaTopm:

none3osaius Kaspersky
HTYP HHOOPMAIHOHHON
g Kacrepckoro”,

2. KoaugecrBo MOCTaBASEMBIX ToBapoe: 120 mMnen3ui
Crenndakanuan
Haumenoranue Kona-go, mr. Cpos ')RHCT::: M
ITporpamvusiit mpopykr "KL4867RAYTS Kaspersky Endpoint 120 3

Security mns Gusmeca — Pacmmperneni Russian Edition. 5000+
Node 3 year Base License - JIumenzus"

3. Venosus mocTaBk TOBApOB: JHIEH3MM HA IPOJIEHHE AHTHBHDYCA NOIDKHbL [ICHCTEO
MOMEHTA aKTHBAIHN.
IIporpaMmuble CcpencTBa aHTHBUPYCHOH 3amiuThbl pabOuEX CTAHNMH W CEPBEPOB JIOIKHH 00€
CHEAYIOMHAX PYHKUMOHATBHBIX BO3MOKHOCTEE:
- AHTHBHEpYCHAS 32mMTa PAbOYEX CTAHIWH H CEPBEPOB;
- LeHTpanu30Banioe yIpaBlieHHe, MOHETOPHAT U 0GHOBICHHE IPOTPAMMHEIX CPE/ICTE;
- O6HoBEeHHE 6a3bl TaHHBIX CHIHATYD BPEAOHOCHBIX HPOTPAMM H ATAK;
lIporpamMuEie cpescTBa aHTHBHPYCHOM 38U T CACTEM PAbOYMX CTAHIIMH MO/ YIPABICHHEM G
Windows HODKHEI YHKIHOHHPOBATE Ha Cleayiomux pepcaax OC:
- Microsoft Windows 7 Professional/Enterprise/Ultimate u Bime;
- Microsoft Windows 7 Professional/Enterprise/Ultimate x64 u Beume;
- Microsoft Windows 10 Home/Pro/ Enterprise
- Microsoft Windows 11 Home/Pro/ Enterprise u Brime
Hporpavmuete cpencTBa aHTHBHPYCHOH 3aLIHTHI CHCTEM CEPBEPOB TIOJ YIIDABNEHHEM Cel
Windows omKEBI (hyHKIHOHHPOBATE Ha Cleayomux Beperax OC:
- Windows Server (x32&64) 2012 u spune.
Hporpammasie cpeicTBa aHTHBHPYCHON 3aMATHI cHCTeM PaGoquX cTaumuil MO YIpas.)
Microsoft Windows 10/cKHEI 06ecTIe9HBATE PeANH3AMMIO CIEAYIOMHX DYHKIHOHATLHLIX
PEe3UIEHTHEIH aHTHBHPYCHBI MOHHTOPHHT;
aJaUTHBHBIN KOHTPONIL AaHOMAJTHIA;
TIPOrpaMMHEBIE CPENCTBA 3aNIHTH OT CETEBBIX ATAK,
OBDHCTHYECKHH aHaIH3ATOP, NO3BOISIONMH Gonee 3(hdeKTHBHO paclosHaBaTh ¥ GIOKHPOBS
BPENOHOCHEIE POTPAMMEL,
o0HapyKeHHe CKPRITHIX MPOLECCOR;
AHTHBHPYCHOE CKAHHPOBAHHE N0 KOMAHNE MOTEL30BaTENs HIIH aIMAHKCTPATOPA ¥ 1O PACIHCAH

aHTUBHPYCHYIO POBEPKY # JicucHKe (aiifioB, ynakosaHHEX porpamMmamu tana PKLITE, LZ]

HIp.;
aHTHBHPYCHYIO IPOBEPKY H neuenne daiinos B apxusax Gopmaros RAR, ARJ, ZIP, CAB, LHA
H 3aMHINEHHEIX TAPOTTeM;
obadqHas 3amyTa OT HOBBIX YIPO3, HO3BOISIONAS NPHIOKEHHIO B DEXHME PEanbHOro B
CHENHAIBHBIM CAHTaM MPOU3BOMHTENS, JUIS NONYYEHIS BEPAHKTA O 3aMyCKAeMOH IIporpavme
3AMATY MIEKTPOHHON KOPPECIOHICHINN, KaK OT BPEJOHOCHBIX IPOrpaMM, Tak H OT cliaMa.
CJIEAYIOIMHX MPOTOKOIAX:

IMAP, SMTP, POP3, He3aBHCHMO OT HCIOIE3YEMOTO [IOYTOBOTO KITHEHTA;

NNTP (tonsko npoBepka Ha BUPYCH), HE3ABHCHMO OT IT09TOBOIO KIIHCHTA,

HeszasucuMo or Tena nporokona (B ToM gucae MAPIL, HTTP) B pamkax paGoTEl IIarHHOB, B
mporpamMmsl Microsoft Office Outlook u The Bat!;

saupty HTTP-tpaduka - npoBepky Beex 00BEKTOR, IOCTYNAOIIMX HA KOMIBIOTED TOTH30BATE]

FTP;
TIpoBepKy CKpHITOB - HPOBEPKY BCEX CKPHITOB, oOpabaremaemerx B Microsoft Internet Ex

WSH-ckpuntos (JavaScript, Visual Basic Script u ap.), 3anyckaeMeix npu paboTe ToIb30BaTEN;

YHUCJIC B B HHTECPHETE,
3anycK 3aiad o paclMCcaHiio WA Cpasy mocie 3arpy3Kn Oﬂepa.HHOHHOf:I CHCTEMBI,

3A0IATY OT €MIC HC M3BCCTHRIX BPCHOHOCHBIX IIPOTPAMM Ha OCHOBE aHA/IH3a KX MOBEHCHHSA ¥
CHCTEMHOTO peecTpa, ¢ BOSMOMHOCTEIO aBTOMATHYSCKOTO BOCCTAHOBICHHS H3MECHEHHEIX BpE

3HAYECHHH CHCTEMHOTO PEECTpa;

aBTOMAaTHYECKUH KOHTPOIIb NPOrpaMM 3allyCKaeMBEIX HA KOMIIBIOTEDE MONIb30BATENS, OCYIIE

AKTHBHOCTH NPOTPAMM H OTPaHHYMBAIOITHI BEITIOIHEHHE ONACHBIX ACHCTBHIA;

BATH B TEUEHHE 3 JIeT ¢

CIICUHBATL pPCANH3alHIO

emeicTea OC Microsoft

meiictea OC Microsoft

ieaueM cemeiictea OC
BO3IMOKHOCTEH:

ITH paHee HEH3BECTHEIS
HIO;

EXE, DIET, EXEPACK
, JAR, ICE, B ToM uncne
peMeHH oDpaiarscd K

unm Gaity;
IIpoBepxy Tpadmka Ha

CTPOEHHBIX B OYTOBEIE
151 1o porokony HTTP,
plorer, a Takoke MmOGHEX
1 Ha KOMIIBIOTEpE, B TOM
A KOHTPOJIE W3MEHEHMI

NOHOCHOM TmporpaMMoit

CTBILTIOIAN KORTpPOIE




3aIlATy OT XaKEPCKHX aTaK, IYTEM UCIIOIIB30BAHH MEKCETEROTO 3KPAHA ¢ CHCTEMOM obHap
sropxenwii (IDS/IPS) m npaBnnamu cerepolf aKTHBHOCTH IIA HamGojee OOMYJISPHBIX TP
BEMHCIHTERALHEIX CETAX OGOro THIIA, BKIOYas GeCpoBOHEIE;

CHES H IPEJIOTBPAIIEH IS

OXeHMH npH paboTe B

34Ty OT NPOrpaMM-MACKHPOBIMKOB, NPOrPAMM aBTOMO3BOHA HA IUIATHEIE CaiThl, GnoxupoBKy Oanmepos,

BCIUILIBAIOIIHX OKOH, BPENOHOCHRIX CLICHAPHER, 3arpysxaeMbIX ¢ Web-cTpanwm | paciosHas:
OCYIIECTBIIATE KOHTPOIH paOOTHI 1I0JIB30BATENA C BHENIHEMH YCTPOHCTBAMY BBOJA / BEIBOJIA,
moctyn k suenHuM USB-mocuTensm, MyIbTaMeIMHHEM YeTpocTaM | JIDYTHM YCTpoiic

He QHIHHT~CANTOB;
TO3BOJISL OTPAHATHBATE
XpaHeHns JaHHBIX, ¢

T
BOSMOXHOCTBIO CO3/14BaTh JIOBEDEHHBIC YCTPOHCTBA MO WX HACHTHQUKATODY H Boamoi::crmo TIPEJOCTABIIATE

[IpUBHJICTHH, UL 3211yCKA BHEIIHUX YCTPOHCTB, ONPEAEACHHBIM TIONb30BATEIISM;
GroxkupoBarHe YyHKIHN aBTO3ANyCKa;

3anyCKaTh CIeUHAaNbHYIO 3aagy ais oﬁﬂapyxceﬁnﬂ YSI3BHEMOCTEN B OPHANOXCHUAX, YCTAHOB/IICHHEIX Ha KOMIIBIOTEDE

HOTE30BATRIL, ¢ BO3MOMHOCTRIO IIPEAOCTARIEHIA OTHETA 10 0OHAPYKEHHEM VA3BHMOCTSIM;
TCXHOJIOTHH CaMO3allHTLl NPHIONKEHHSA, 3AMUTEL OT YIaJeHHOTO HECAaHKIHOHHPOBAHHOIO
HPUIONEHHA, & TAKKE 3aMMTEl IOCTYNA K HapaMeTpaM HpPUIoKEHHS ¢ MOMOIIBIO apos, T
OTKIHOYCHHS 3aLUATHL CO CTOPOHBI BPEAOHOCHBIX IPOIPaMM, 3NOYMBINUIEHHAKOS MM
IIONb30BaTENeH;

BO3MOKHOCTD YCTAHABINHBATH HE BCE, & TOJIBKO BLIODAHHEIE KOMIIOHEHTEI AHTHBHPYCHOMH 3211y
UCHTPATH30BANHO YIPABIATLCSA ¢ TIOMOINBIO AHHON CHCTEMBI YTIPABICHHUS.

VOPAaBJIEHHS CEPBHCOM
IO3BOJIIONTHX H30EkKATH
HEKBaTA(RITHPOBAHALLL

ThI;

Iporpammubie cpecTBa AHTHBHPYCHOM 32MUTEHT Pali/IOBLIX CHETeM CepBEepOB Hoj ynpanaeHuem cemeiiecrea QC

Microsoft Windows mo/uknbi ofecneunBaTs peatazammo CHEeAYIOMAX Py HKNHOHATLHEIX
PE3H/ICHTHBIH AHTHBUPYCHBIH MOHUTODHHT;

SBPUCTHYECKHH AHANM3ATOP, NO3BONMONHI Gosce >phEeKTHBHO pacmo3HaBaTh M 6noxHpos
BPENOHOCHEIE IIPOrPAMMET,

NIPOrpamMMHBIE CPEJICTBA 3AIHTEL OT CETEBHX ATAK;

3alIHTY OT XaKCePCKHUX aTak, IIYTEM HCIONL30BAHHI MEKCETEROI0 3KpaHa ¢ CHCTeMoi 06Hapy)1{e

sropxxernii (IDS/IPS) H mpasunamm cereroil aKTHBHOCTH s HauGOlIee NOMYIFPHEIX TIpH
BBIMHCITHTENbHBIX CETAX JIFOO0To THIIA;

obnaanas 3aliATa 0T HOBBIX YIPO3, MO3BOJISIOMASN OPpHIOKCHHIO B PEXHEME PEAIbHOIQ B

CHEMaNbHEM CalTaM IPOH3BOAUTENA, I IOy eHHUA BEPAMKTA TI0 3aIycKaeMoii IIPOTpaMMe
oOHapyXenHe CKPEITBIX IIPOLECCOB;

AHTHBHPYCHOC CKaHHPOBAHME 10 KOMAHIE MONL30BATENS HIIH AAMHHHCTPAaTOPA M M0 pachHcaH

AHTHBHPYCHYIO IDOBEPKY H JICYSHHE (aiIioB, yIAaKOBaHHEIX porpammamy tuna PKLITE, L7,
H 1p.;

AHTHBEPYCHYIO HPOBEPKY H JieueHHe Baiinos B apxurax popmaros RAR, ARJ, ZIP, CAB, LHA

M 3AUIAINEHHEIX TapoTeM;
3aIlyCK 33729 MO PACIHCAHKIO W/ CPasy MOCIE 3arpy3KHi OMEPANHOHHON CHCTEMBL

3alUTY OT €IIe HE H3BECTHBIX BPCIOHOCHBIX TIPOrpaMM, IPHHAOTICKAIHX 3apETHCTPHUPOBS

OCHOBE 3BPHCTHYECKOTQ aHAIIH34;
HACTPOHKH HPOBEPKH KPHTHYECKHX 061acTeli cepsepa B KauecTRe OT/IeNbHOMH 3a5auu;

HaIMIHEM MHOXKECTBEHHBIX Hy’reﬁ YBCAOMIICHUA aIMHHHCTPATOPOB O BaXKHbBIX HPOXAIOIISIIE

coolmentye, 3ByKOBOE ONMOBEINEHHE, BCIITBLIBAIONIEE OKHO, 3AHCH B JKYpHaI COORITHI);
TEXHOIOTHH CAMO3AUIATEI MPHIOXKCHNUS, 3AMHTE OT YHATCHHOTO HECAHKIHOHMPOBAHHOIO
IIPHIOKCHAS, 3aIlHTa (aiiioB MPHIOKEHHS OT HECAHKUHOHWPOBAHHOTO NOCTYNA W HW3MEH

IDOCTYIIA K IapaMeTpaM MPHIoKEHHS C IOMOIILIO APOJis, MO3BOIAIOIAMHE H30eKaTh 0TI IIOUEH

BPE/[OHOCHBIX HPOI'DAMM, 3I0YMBIIUIEHHAKOB Hili HEKBATH(HIMPOBAHHBIX MOTR20BATE CH;
LCHTPATH30BAHHO YIPABIATHCS € IOMOMIBIO €HHON CHCTEMBI YIIPABICHHSL.

4. O0mye TpeboBaHUA K TOBApAM:

- HOCTaBKAa M MPOJUICHHE HEHCKIIOYMTENHHOTO NPaBa HA HCIONL30BAHME M BOCIIPOH3BE
nporpamMmEOro obecnederns «Kaspersky Endpoint Security mist 6usneca — Pacimpermsii Rus
- IPEIOCTARNEHHE KOMINEKTA JOKYMEHTALHH;
- HPEIOCTABIIEHHE KOHCY IbTALMA 3aKa3uuKy 110 BOIIPOCAM MHCTAUIAIME TPOrPaMMHEOTO 06eq
TPOrpaMMHOTO 0feCIieYeH s, ONHCAHAIO OCHOBHEIX (yHKIMOHATBHEX BOIMOMKHOCTEH Tiporpar
00nacTy ero IPEMEHEHHS, OTBETHI Ha BOTIPOCHI IO ONUCAHHIO HOBBIX GYHKUHMH HOBBIX
obecrieuyeHns.

BO3IMOKHOCTEH:

aTh paHee HEH3BECTHHIE
"HHS | IPEOTBPAINEHES
TOKEHHH npH paboTe B

peMeHH 00paImaTecs K
HIH aitny;

uIo;
EXE, DIET, EXEPACK

,JAR, ICE, 8 ToMm uncie
AHHEIM ceMelicTBaM, Ha

X coOBITHX (IIOYTOROE

VIIPaBIEHHSA CEPBHCOM
CHUSL, @ TAloKe 3alThl
(M 3AIATH CO CTOPOHBI

€

JICHUE aHTHBHPYCHOI‘O
sian Edition»

TICYCHHUS, aBTOPH3ALIHE
MMHOI'O O0ecneYeHls |
BEPCHH IIpOrpaMMHOTO

5. TpeGoBanuf K Ka4eCTBY TOBAPOR, KAYECTBEMHLIM (moTpebureabcKuM) CBOHCTBAM TO

apoB:

- CPOK TpeJOCTABIICHUS TAPaHTHH KAYECTBA YCIYT — Ha BECh MEPMOX NPOJUICHHS! HEHCKTIOUHTENBHOIO IIpaBa Ha
HCIIO/IL30BaHHE H BOCHPOU3BEICHHE aHTUBHPYCHOIO NPOTrpaMMHOro obecnederns «ArTHBApYC Kacnepckoro»

- MOCTABIAEMBIH TOBAP JIOJLKEH COOTBETCTBOBATE TPeGOBAHHSM KadecTBa M 5E30IACHOCTH TOBAPOB B COOTBETCTRHE ©
TeHCTBYIONIMMH CTAaH/IapTaMH, YTBEPKIACHHBIME B OTHONGHWH IAHHOTO BHAA TOBapa o TIOATBEPKIATHCA
COOTBETCTBYIONIMMH ~ JOKYMEHTaMM, OGOPMICHHBIMA B  COOTBETCTBHH € HIEM  POCCHHCKHM
3aKOHO/IATENhCTBOM.

- TlocraBumx He moMXKeH pasriamars TPETHMM JTHNAM KOH(DHISHIMANBHYIO uHGop!
IOCTYII IPH 338KIOTEHHH JOrOBOPA, B XOJE €T HCIONHEHHS W TIOCIE NPCKPAESHHST €

KOTOpPOH OH HONYYHT

I'nasueil cienuammct
TI0 CHCTEMHOMY aIMUHHCTPUPOBAHHIO B.H. Antporio
3aMecTHTENb FEHEPATEHOTO JUPEKTOPA

II0 IPABOBLIM A KAAPOBBEIM BOIpOCAM O.A. Bunorpanosa



